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Define: Single Sigh-On

* Single Sign On allows Skyward users to authenticate into Skyward
using a username and password from a 3rd party Identity Provider.

« Common examples of Identity Providers are Google, Microsoft Azure,
ClassLink, Clever, etc.

e SSO works with your Identity Providers Multi Factor Authentication

* SMS 2.0 SSO uses the SAML 2.0 protocol



LDAP (Lightweight Directory Access Protocol)

* LDAP allows Skyward users to authenticate into Skyward using a
username and password from a 3rd Party LDAP Directory.

* The optional LDAP Group Integration feature allows Skyward to read
group memberships from your Network directory and then add them
to linked Security Groups, automating the assignment of Group
Membership in SMS 2.0.

* LDAP uses Secure LDAP protocols



LDAP vs SSO Comparison

* LDAP integrates with a directory, such as Active Directory
* LDAP can be used for the Web, Mobile, and PaC

* LDAP does not provide Multi-Factor Authentication

* LDAP does provide Group Integration

VS
*SSO integrates with a SAML 2 Identity Provider, such as Office 365
*SSO can be used for the Web
* SSO does provide Multi-Factor Authentication using the IdP
* SSO does not provide Group Integration

Yes!, SSO and LDAP can work together!



Single Sign-On Enhancements

* New June 2022 Release Addendum 4 (August, 2022)

* Added: Enable Most Secure Authentication Method
* Product Setup -> Skyward Contact Access -> District Setup ->
Configuration -> Single Sign On Configuration



Enhanced Single Sign-On Configuration

Authentication Options (Web, Mobile App)
Enable Most Secure Authentication Method [?]

Enable Most Secure Authentication Method

When this option is disabled, a User is allowed to login with any authentication method available to any of their User Types.

When this option is enabled, a User is only allowed to login with the most secure authentication method available to any of their User Types.

1. If a user may login using Single Sign On (SSQO), then only SSO is allowed.
2. 1f a user is able to login using LDAP, then only LDAP is allowed.
3. If user is allowed to use their Skyward Password, then Skyward Password is allowed.




Single Sign-On Enhancements

 New in February 2021 Release Addendum 7 (4/29/21)

e The SSO, LDAP, and Skyward Password Configurations are split out by system
* Product Setup -> Skyward Contact Access -> District Setup -> Configuration
-> Single Sign On Configuration

* Login History includes the type of login

* Product Setup -> Skyward Contact Access -> District Login History




Enhanced Single Sign-On Configuration

- Single Sign On Configuration

Single Sign On (Web)
Enable for Employees/Secured Users Enable for Guardians Enable for Students

LDAP Configuration (Web, Mobile, PaC) [?]

(] Enable for Employees/Secured Users (Web) (] Enable for Guardians (Web) (] Enable for Students (Web)
Enable for Employees/Secured Users (Mobile) || Enable for Guardians (Mobile) Enable for Students (Mobile)
Enable for Employees/Secured Users (PaC) | Use LDAP Groups (Windows Web Servers Only)

Skyward Password Configuration (Web, Mobile, PaC)
(L) Enable for Employees/Secured Users Enable for Guardians @Enable for Students

PaC Auto Login Options

Force Users to Enter Password




District Login History Enhancements

T T Login Page |Local IP Type
e Mobile App dap
MW Desktop 192.168.1.147 sso
; S 25222 SEI ;ZZEZEEZ ZZ?ZZ!SZZEZZ Mobile App \dap
Desktop b8735965-b6c3- sso
Desktop 8d9676¢c6-b176- sso
~vobleApp | |ldop |
Desktop da557360-fe6f-4 skyward
Mobile App Idap
Desktop c031855¢c-cbd1i- sso
Desktop fd97af91-765d-¢ sso




Multi Factor Authentication

What is Multi Factor Authentication?

Multi-Factor Authentication (MFA) is a security system that verifies a user's
identity by requiring multiple credentials. Another commonly used term is 2 Factor

Authentication (2FA). The most common factors are something you know and

Is this
you? 4
— v

something you have.

Password Access



Multi Factor Authentication

Why use Multi Factor Authentication?

While not entirely fool proof, security experts
agree Multi-factor authentication has evolved as
the single most effective control to protect an
organization against remote attacks and when
implemented correctly, can prevent most threat
actors from easily gaining an initial foothold into
your organization, even if credentials become
compromised.




Multi Factor Authentication (MFA) with SSO

)

SKYWARD

ESDemo School District
ESDEMO 1

Login ID: [|

Password:

Sign In

Forgot your Login/Password?

Click here for Single Sign On Options

2FA Example: You know your password and you

have a temporary code that was potentially sent
to you in email or on your cell phone. You must

provide both “factors” to login.

SMS 2.0 supports MFA using 3" party Identity Providers. This
includes popular IdP's like Google® Apps, Microsoft® Azure /
Office 365, and ClassLink

See SSO in action!
SMS 2.0 https://esdemol.skyward.com



https://esdemo1.skyward.com/

SMS 2.0 using an Identlfy Provuder

Identity Provide PS\CA\DS\CF\WC - 6705 -
@& esdemo.skyward.com/scripts/wsisa.dll/WService=wsSky/qidentprovedit001.w?isPopup=

NNNNN a saws M4 Identity Provider Mainten [ |
\\\\\\\\\\ Active htt
Google  Adie Identity Provider

[icrosot faure ffce 365 |ncve Nome: Microset A/ ffice
.

Back
1 S M S 2 O L] I n Sta I I S ky STS Metajalztaums //I gb I"a‘::;w om/8: 3b2b67'7fd5—4644—a03274b39f0bebe77/federatlonmeladala/2007—06/federatlonmetadata.xm\?agJ
° ° . Metadata XML:
L] L]
2. SMS 2.0: Create Identity Provider

3. 3rd Party: Create SAML App
4. Test T

.@.

* Claim Type: [Nar
Source Field: | Log v
n
e Signed
Menu Path: ==
[=—— Asterisk (*) denot

Product Setup -> Skyward Contact Access -> Dlstrlct Setup -> Configuration -
> Web Configuration -> Identity Provider Configuration

SkySTS Launch Kit:

https://support.skyward.com/DeptDocs/Corporate/IT%20Services/Public%20Website/Technical%20Information/system/current requiremen
ts/SMS%202.0%20SkySTS%20Server%20Launch%20Kit.pdf



https://support.skyward.com/DeptDocs/Corporate/IT%20Services/Public%20Website/Technical%20Information/system/current_requirements/SMS%202.0%20SkySTS%20Server%20Launch%20Kit.pdf
https://support.skyward.com/DeptDocs/Corporate/IT%20Services/Public%20Website/Technical%20Information/system/current_requirements/SMS%202.0%20SkySTS%20Server%20Launch%20Kit.pdf

Our Experiences Implementing MFA

Ensure you have your leadership on board.

Rollout by groups; start with a pilot group to ensure success. After that prioritize
the groups by the Highest Risk employees (those that work with the most
sensitive data / financials)

Be aware that MFA issues can cross boundaries into the Human Resources
realm; employees may not want to use a personal cell phone.

Be prepared with Alternative MFA options: Phone Call w/Audio Code, Email,
OTP Device (Key Fob)

What challenges has your district experienced rolling out MFA?




What is the NamelD Claim?

The NamelD Source Field determines the data that the IdP is expecting in the
NamelD claim. A common config is to match the Email Address, or Login Name,
which requires both systems to have the same email address or Login Name
entered for your SSO users.

* Claim Type: |NamelD
Source Field: | Email Address v |

Choose Source field:

Alphakey

Email Address ests to this Identity Provider

Asterisk (*) denotes Internal Name ID

Login Name




SMS 2.0 as an ldentity Provider

* SMS 2.0 can also be the Identity Provider for 3" Parties.

* Links can be created in SMS 2.0 that provide a seamless login to the
3" Party product.

 Useful for 37 Party products that require Parent logins.

* Examples: Registration Gateway (SRC Solutions), School Pay, MiLearn
(Michigan), etc.



SMS 2.0 User Management Tools

SMS 2.0 has several tools that assists with User Management.

The following tutorials have the details on how to mass change the SMS 2.0 logins or email
addresses.

How do | set up Students Auto Username Generation?

https://support.skyward.com/DeptDocs/Corporate/Documentation/Public%20Website/Tutorials/FQ/PS CA
SE PS CF 1062348 100 T.pdf

How do | set up Employees/Secured Users Auto Username Generation?

https://support.skyward.com/DeptDocs/Corporate/Documentation/Public%20Website/Tutorials/FQ/PS CA
SE PS CF AU ES 1112165 100 T.pdf

SKYWARD iCON


https://support.skyward.com/DeptDocs/Corporate/Documentation/Public%20Website/Tutorials/FQ/PS_CA_SE_PS_CF_1062348_100_T.pdf
https://support.skyward.com/DeptDocs/Corporate/Documentation/Public%20Website/Tutorials/FQ/PS_CA_SE_PS_CF_1062348_100_T.pdf
https://support.skyward.com/DeptDocs/Corporate/Documentation/Public%20Website/Tutorials/FQ/PS_CA_SE_PS_CF_AU_ES_1112165_100_T.pdf
https://support.skyward.com/DeptDocs/Corporate/Documentation/Public%20Website/Tutorials/FQ/PS_CA_SE_PS_CF_AU_ES_1112165_100_T.pdf

Username/Password Configuration

2 http://localhost/ - Configuration - PS\CA\SE\PS\CF - 12235 - 05.18.06.00.09-11.7 -

y Skyward School District

SKYWARD

YWa System Data Student
0Lz Administration - Administration - Manageme

4 Configuration v

Ef] Configuration - CF

\j Email Setup for Employee/Secured Users Account Information - ES
Elﬂ Email Setup for Forgot your Login/Password - FG

-] Successful Attempt - SA

{1 Unsuccessful Attempt - UA

- +{] New Student Online Enroliment - OE
(] Internal IP Definitions - II

[ Link to Student/Financial Database - LD

~{) Security Configuration - SC

i ign-On Configuration - LC

' -3 Automatically Generate Logins and Passwords - AU
~{) Employee/Secured Users - ES
~{) Students - SS

----- { ] Guardians - GO




Employee/Secured Users

'2 http:/flocalhost/?userType=Employee&isPopup=true - Employee/Secured Users - PS\CA\SE\PS\CP\AU\E - Internet Explorer

Employee/Secured Users

Sample Login: (test002

Sample Password: [password

Sample Email: |test002@scramble.com

Sample Name: |Marcie M Hampscr

Date of Birth: |2/30/2009 |

Generate Sample User

Define Login Format

Part 1: | Text v| o test

Part 2: [Tiebreaker v|

Always 3 digits v

Remove Last Part

Define Password Format

Part 1: [Text v] |password

Add New Part

Login Options

[ Generate in Uppercase
[] Regenerate if Name is Changed

Password Options

[ Generate in Uppercase
[ Generate in Lowercase

Strong Password Requirements

Number of Numeric Characters: 0
Number of Special Characters: 0
Minimum Password Length: 0

Permission Options
O Automatically Allow Employee Access

Email Options
¥ Automatically Generate Email Addresses

login@ |scramble.com
O Regenerate if Name is Changed




Student Access Student Users

Lf? http://localhost/?userTﬁ:Student&isPopup=true - Students - PS\CA\SE\PS\CP\AU\SS - 12730 - 05. - Internet Explorer !
Students

Sample Login: [hedyca

Sample Password: |password

Sample Email:
Sample Name: |Hedy Z Caseboltscr
Date of Birth: |10/4/2011
Other ID #: |9083388

Generate Sample User

Define Login Format Login Options
] Generate in Uppercase
Part 1: [First Name v|  Limitto 18| letters [] Regenerate if Name is Changed
Part 2: Ilast Name VI Limit to 2 letters Password Options
Remove Last Part Add New Part D Generate in Uppercase
[ Generate in Lowercase
Define Password Format Strong Password Requirements
Part 1: IText V| [password Number of Numeric Characters: 0
Number of Special Characters: 0
Add New Part Minimum Password Length: 0

Permission Options
(V1 Automatically Allow Student Access

Email Options
| Automatically Generate Email Addresses




Family Access Guardian Users

F htpi/localhost/7userType=Guardian8iisPopup=true - Guardians - PS\CA\SE\PS\CRAUNGO - 28445 - 0 - Internet Expl_

Guardians

Sample Login: |golda.mccowenscr4

Sample Password: |6bzwcgrp

Sample Name: |Golda N Mccowenscr

Generate Sample User

Define Login Format Login Options
(] Generate in Uppercase
Part 1: [First Name v| Lmitto letters
Password Options
Part 2: [Texc 2 — |
[] Generate in Uppercase
Part 3: llast Name v‘ Limit to 28| letters L] Generate in Lowercase
Part 4: [ Tiebreaker v| [Up to 3 digits v| Strong Password Requirements

Number of Numeric Characters: 0
Remove Last Part Number of Special Characters: 0

Minimum Password Length: 0
Define Password Format

Permission Options
Part 1: |Random Password v P

[vi Automatically Allow Family Access
Add New Part




Mass Assign Permissions

2 Skyward School District Admin Admry
SKYWARD
System Data Student Human Financial
Administration = Administration = Management Resources = Management
<4} Employee Access W 2 @ 1yravo
Views: |Emplo‘-_.v'ee Access v] Filters:| *Active Only W
Force
Active/ Employee | Password
Last Name a First Middle Login Inactive* Access Change

& http://localhost/?isPopup=true - Mass Assign Permissions - PS\CA\SE\US\EM - 28286 - 05.18.06.00 - Inter

Mass Assign Permissions

Employee Access Options

Allow Employee Access:

* Selection Parameters: |Default Parameters X v

Existing Users that already have a Login and Password
[ Reset Existing Login
[ Reset Existing Password
[ Reset Existing Email Address

Resetting the Login, Password or Email Address will set them to the district defaults.

Click here to view the defaults.

Asterisk (*) denotes a required field

Employees/Secured Users

Admin Admn  Account | Preferences | Exit

& http://localhost/isPopup=true - Mass Generate Account Information - PS\CA\SE\PS\UT\--E

Skyward School District
SKYWARD
Home
<4} Secured 7
Views: |L‘ser Information v\ Fnters:| *Skywa!
Last Name a First Middle
» A
» A
» A
» A
» A
» B
» B
» B
N » B
» B
» B
» C
» C
» C
» G
» G
» G
» D
I "< )

@ T

Mass Generate Account Information

Template Settings

* Template Description: [secured |
[ share with other users in the district

Ranges
Low High
Name Key: | | zzzzzz22272

Staff Ranges

Only Generate For Staff Members
[ only Staff Members Flagged as a Discipline Officer
M only Staff Members Flagged as a Teacher
[0 only Staff Members Flagged as a Substitute

Ml Include All Entities

Current Year Status: [Active v]
Next Year Status: [Bcch Active and Inactive vl
Options

[ Generate Logins and Passwords

[V overwrite Logins

[ overwrite Passwords

[ Force Users To Enter New Password (if password was generated)
[ Generate Email Address

M overwrite Emails
[ add Security Groups

Asterisk (*) denotes a required field




Mass Assign Permissions

Students

y District Entity (000) (=
SKYWARD

Student

Staff Services

Home + it Families

4K

{1 Go to Student Access Configuration - CF
E-&3 Utilities - UT
{] Mass Generate Student Permissions/Passwords - SP
-] Mass Delete Student Login History - SL
{1 Clone Entity Configurations - EC
{] Mass Add/Remove Students to the School Directory -

3

Utilities 1

2 http://localhost/?isPopup=true - Mass Generate Student Permissions/Passwords - Enti...

Mass Generate Student Permissions/Passwords A @ O
Utility Options Run
0 Generate Permissions/Passwords Back

O Import Permissions/Passwords from a csv File

Entity Selection
005 - Elementary Grades K to 4
006 - Middle School - Grades 5 to 8

Entities

010 - High School Grades 9 to 12
900 - Census Entity
Range Options
Low High
Student Key: | [ZzZZZZZZZZZ ]
Grade/Grad Yr: [ ]/9999 [ loooo

Student Status: |Both v

WM Include only students in their default entity
M Al calendars

Ml all schools

Login/Password Options
[ Generate Logins/Passwords
] overwrite Existing Logins
[J overwrite Existing Passwords
[[] Force password change at next login (if password was generated)

Google™ Translator

[J set the Google™ Translator option
Show Google™ Translator: |[No W

Permission Options

[ set the Web Access field
Allow Web Access: No WV

& 10(




Mass Assign Permissions

y District Entity (000) (= Mass Generate Family Permissions/Passwords [ @ €1 &
SKYWARD
Entity Selection Ry
Home v Students Staff g;‘rjglsg; Sl(:e(l)voi(cie O’* 005 - Elementary Grades K to 4 Entities Ba
vy [ | s e e e
< = Utilities w 955 - .C;nsu; EntZty )
] Go to Family Access Configuration - CF
-5 Utilities - UT
) Mass Generate Family Permissions/Passwords - PP Range Options
~{] Mass Delete Family Login History - LH Low High
-] Clone Entity Configurations - EC Guardian Name Key: [ (72777777777 |
{] Update Abandoned Online Payments - UA Process Guardians that meet the following criteria in the Entities selected:
{] Mass Add/Remove Families to the School Directory - SD ® Has a Student Active for Current Year
{] Mass Change Guardian Web Access - WA Has a Student Inactive for Current Year and Active for Next Year
] Mass Email Verified or Unverified Accounts - EA O Has only Inactive Students for both Current and Next Year

[ ]
G u a rd I a n s O Has a Student Active for Next Year
O Has a Student
Process Guardians who are:
® Primary Family Members
O Head of Household of the Primary Family
(O Members of Families that receive report cards

Permission Options Google™ Translator
[ set the Web Access field (] set the Google™ Translator option
Allow Web Access: |[No v Show Google™ Translator: [ No v

Login/Password Options

[ Generate Logins/Passwords
] overwrite Existing Logins
] overwrite Existing Passwords

[[] set the option to "Force password change at next login" (if password was
generated by the utility)

[ 1 set the ontion to "Force nassword chanae at next login” (if password is district




‘ "= http://localhost/?isPopup=true - Mass Generate gtudent Permis... -

District Entity (000) (=

Import

, Mass Generate Student Permission [ @ T &
SKYWARD
- . Student Food Utility Options f
Home |+ @ULEUSY Families | Staff Services = Service O Generate Permissions/Passwords g
_ ) - ® Import Permissions/Passwords from a csv File
< )4~ Utilities & ® Import Students using Other O Import Students using
1d Alphakey

~{] Go to Student Access Configuration - CF

=3 Utilities - UT Import File (Preview Import File Format)
-] Mass Generate Student Permissions/Passwords - SP File ~ -

St d t [ Mass Delete Student Login History - SL Trrrae (@ Network Location (U Upload Now

- Clone Entity Configurations - EC : [ -

: : es

~{] Mass Add/Remove Students to the School Directory - SD File: (2] =
Login/Password Options

L] overwrite Existing Logins
] overwrite Existing Passwords
(] Force password change at next login (if password was generated)

Import File Help (ol

The import file must be accessible by the print queue server. It cannot be a

__— - Google™ Translator
directory on your computer. feanission Options ] -
[ Set the Web Access field e
ex. \Server\SharedFolder\Filename. txt Allow Web [ goion .
ex. C:\Temp\Filename.txt (this would be the C drive on the server) Accrs: S Show Google™ .-
' Translator:
Note:

1. Avalid file name and extension are required.
2. Click the Test Import File button to ensure that the file entered is valid.




Import

Staff

Admin Admn Account Prefs

y District Entity (000) (=
SKYWARD

0,0 Administration Educator = Advanced Federal/Sta
ASULSELRAY Accoss Plus — Features Reporting

2 Z @ .7 Favoritesw ] New Wind
p
& http://localhost/?isPopup=true - Staff Import Utility - Entity 000 - WS\AD\SBAIM\SI - 26990 - Ol =

Student Food

Home < Students Families Staff S

4} Imports iy

=£3 Imports - IM

~+{_] Boundary School Import . .
-0} Import File Buiider - ¢ | | Staff Import Utility A @ T
{7 staff Import Utility - SI .

. — Import Options

---- 1] Test Score Import Wizard
This process will import Staff Member information from a Comma Delimited File. It will find

existing Staff records to update based on the Employee ID. If existing Staff records are not found,
it will create them.

Default Teacher Security Group: ] ] Format

[] Automate Staff Import
Inactivate Staff/Entity pairs not in the file
] change User ID of Inactivated Staff Members to Match Employee ID
(] set All Staff Members in File to be Active Users
File Includes Column Headings in Line 1
] Skip IsTeacher Field If Blank

* File to Import: Browse...




I m p O rt View Format

Staff Import File Layout (.CSV)

Field a Description

2. SocSecNum Staff's Social Security Number

3. FrstName Staff's First Name

4. MiddleName Staff's Middle Name

Staff Import File Layout 5. LastName Staff's Last Name

6. UserName Staff's Username

7. EntityID Entity Staff is Active in

8. Blank Blank

9. JobTitle Staff's Title

10. SecurityGroup Security Group Staff belongs to
11. EmailAddress Staff's Email Address

12. IsTeacher Is a Teacher?

13. Gender Staff's Gender (Optional)

14. HomePhone Staff's Home Phone (Optional)
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Integrated Systems Corporation

B Microsoft

Authorized Education Partner

Skyward's IT experts have the latest knowledge on industry trends and
developments to help keep your network running smoothly.

% Lightspeed/Partners

////,m\\% Systems

NETWORK CONSULTING
= Resilient Wired Network
Infrastructure

= Complete Wireless Network
Solutions

= Virtual Server Design and Support
= Storage Area Network Solutions

= |P Telephony Solutions

SUPPLEMENTAL IT STAFFING
= Onsite and Remote IT Support

= Network Assurance Services

ASSESSMENT SERVICES
= Network / Security
= Disaster Recovery

= Secure Cloud Computing

—

SKYWARD OPTIMIZATION
= Managed Services
= Database Tune-ups
= Remote Update Services

= System Admin Training

NETWORK SECURITY SOLUTIONS

= |ntrusion Detection, Prevention,
and Next Generation Firewalls

= Email Filtering, Archiving, and
Security Solutions

= Internet Filtering and Monitoring
Solutions

= On-Staff Security Experts

DISASTER RECOVERY SERVICES

= Skyward Disaster Recovery from
ISCorp

» Onsite Data Center Disaster
Recovery Solutions

] TOOLS4EVER

IDENTITY GOVERNANCE & ADMINISTRATION

Hewlett Packard
Enterprise

F= Extreme

networks

TEL s

Texas Education Agency

by Schneider Electric

SONICWALL

5 Geolrust

powered by digicert

SKYWARD
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