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Define: Single Sign-On

• Single Sign On allows Skyward users to authenticate into Skyward 
using a username and password from a 3rd party Identity Provider.
• Common examples of Identity Providers are Google, Microsoft Azure, 

ClassLink, Clever, etc.
• SSO works with your Identity Providers Multi Factor Authentication
• SMS 2.0 SSO uses the SAML 2.0 protocol



Define: LDAP

LDAP (Lightweight Directory Access Protocol)
• LDAP allows Skyward users to authenticate into Skyward using a 

username and password from a 3rd Party LDAP Directory.
• The optional LDAP Group Integration feature allows Skyward to read 

group memberships from your Network directory and then add them 
to linked Security Groups, automating the assignment of Group 
Membership in SMS 2.0.
• LDAP uses Secure LDAP protocols



LDAP vs SSO Comparison
• LDAP integrates with a directory, such as Active Directory
• LDAP can be used for the Web, Mobile, and PaC
• LDAP does not provide Multi-Factor Authentication
• LDAP does provide Group Integration

VS
•SSO integrates with a SAML 2 Identity Provider, such as Office 365
•SSO can be used for the Web
•SSO does provide Multi-Factor Authentication using the IdP
•SSO does not provide Group Integration

Yes!, SSO and LDAP can work together!



Single Sign-On Enhancements

• New June 2022 Release Addendum 4 (August, 2022)

• Added: Enable Most Secure Authentication Method
• Product Setup -> Skyward Contact Access -> District Setup -> 

Configuration -> Single Sign On Configuration



Enhanced Single Sign-On Configuration



Single Sign-On Enhancements

• New in February 2021 Release Addendum 7 (4/29/21)

• The SSO, LDAP, and Skyward Password Configurations are split out by system
• Product Setup -> Skyward Contact Access -> District Setup -> Configuration 

-> Single Sign On Configuration

• Login History includes the type of login
• Product Setup -> Skyward Contact Access -> District Login History



Enhanced Single Sign-On Configuration



District Login History Enhancements



Multi Factor Authentication

What is Multi Factor Authentication?

Multi-Factor Authentication (MFA) is a security system that verifies a user's 
identity by requiring multiple credentials. Another commonly used term is 2 Factor 
Authentication (2FA).  The most common factors are something you know and 
something you have. 



Multi Factor Authentication

Why use Multi Factor Authentication?

While not entirely fool proof, security experts 
agree Multi-factor authentication has evolved as 
the single most effective control to protect an 
organization against remote attacks and when 
implemented correctly, can prevent most threat 
actors from easily gaining an initial foothold into 
your organization, even if credentials become 
compromised.



Multi Factor Authentication (MFA) with SSO

2FA Example: You know your password and you 
have a temporary code that was potentially sent 
to you in email or on your cell phone.  You must 
provide both “factors” to login.

SMS 2.0 supports MFA using 3rd party Identity Providers. This 
includes popular IdP's like Google® Apps, Microsoft® Azure / 
Office 365, and ClassLink

See SSO in action!
SMS 2.0 https://esdemo1.skyward.com

https://esdemo1.skyward.com/


SMS 2.0 using an Identify Provider

1. SMS 2.0: Install SkySTS
2. SMS 2.0: Create Identity Provider
3. 3rd Party: Create SAML App
4. Test

Menu Path:
Product Setup -> Skyward Contact Access -> District Setup -> Configuration -
> Web Configuration -> Identity Provider Configuration

SkySTS Launch Kit:
https://support.skyward.com/DeptDocs/Corporate/IT%20Services/Public%20Website/Technical%20Information/system/current_requiremen
ts/SMS%202.0%20SkySTS%20Server%20Launch%20Kit.pdf

https://support.skyward.com/DeptDocs/Corporate/IT%20Services/Public%20Website/Technical%20Information/system/current_requirements/SMS%202.0%20SkySTS%20Server%20Launch%20Kit.pdf
https://support.skyward.com/DeptDocs/Corporate/IT%20Services/Public%20Website/Technical%20Information/system/current_requirements/SMS%202.0%20SkySTS%20Server%20Launch%20Kit.pdf


Our Experiences Implementing MFA
Ensure you have your leadership on board.

Rollout by groups; start with a pilot group to ensure success. After that prioritize 
the groups by the Highest Risk employees (those that work with the most 
sensitive data / financials)

Be aware that MFA issues can cross boundaries into the Human Resources 
realm; employees may not want to use a personal cell phone.

Be prepared with Alternative MFA options: Phone Call w/Audio Code, Email, 
OTP Device (Key Fob)

What challenges has your district experienced rolling out MFA?



What is the NameID Claim?
The NameID Source Field determines the data that the IdP is expecting in the 
NameID claim. A common config is to match the Email Address, or Login Name, 
which requires both systems to have the same email address or Login Name 
entered for your SSO users.

Choose Source field:



SMS 2.0 as an Identity Provider

•SMS 2.0 can also be the Identity Provider for 3rd Parties.

• Links can be created in SMS 2.0 that provide a seamless login to the 
3rd Party product.

•Useful for 3rd Party products that require Parent logins.

•Examples: Registration Gateway (SRC Solutions), School Pay, MiLearn 
(Michigan), etc.



SMS 2.0 User Management Tools

SMS 2.0 has several tools that assists with User Management. 
The following tutorials have the details on how to mass change the SMS 2.0 logins or email 
addresses. 

How do I set up Students Auto Username Generation? 
https://support.skyward.com/DeptDocs/Corporate/Documentation/Public%20Website/Tutorials/FQ/PS_CA
_SE_PS_CF_1062348_100_T.pdf

How do I set up Employees/Secured Users Auto Username Generation? 
https://support.skyward.com/DeptDocs/Corporate/Documentation/Public%20Website/Tutorials/FQ/PS_CA
_SE_PS_CF_AU_ES_1112165_100_T.pdf

https://support.skyward.com/DeptDocs/Corporate/Documentation/Public%20Website/Tutorials/FQ/PS_CA_SE_PS_CF_1062348_100_T.pdf
https://support.skyward.com/DeptDocs/Corporate/Documentation/Public%20Website/Tutorials/FQ/PS_CA_SE_PS_CF_1062348_100_T.pdf
https://support.skyward.com/DeptDocs/Corporate/Documentation/Public%20Website/Tutorials/FQ/PS_CA_SE_PS_CF_AU_ES_1112165_100_T.pdf
https://support.skyward.com/DeptDocs/Corporate/Documentation/Public%20Website/Tutorials/FQ/PS_CA_SE_PS_CF_AU_ES_1112165_100_T.pdf


Username/Password Configuration



Employee/Secured Users



Student Access Student Users



Family Access Guardian Users



Mass Assign Permissions
Employees/Secured Users
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THANK YOU!


