WHY YOU SHOULD DITCH PASSWORDS &

Use Passphrases

MOST CENERIC =
MOST VULNERABLE

123456 1234567
125456789 ABC123 "
oWERTY 12345g%
PASSWORD PASsworp1
111111 12345

*This list is from last summer. We aren't learning our securify lesson!

INVASION OF THE (PINT-SIZED)
DATA SNATCHERS!

Not all hackers are faraway, shadowy strangers.
3 ways students can steal your password:

LOGN: SUPER SIMPLE PASSWORD
\ ON A STICKY NOTE?
\23456' IKKEEP CREDENTIALS SAFE!

rr-. A KEYLOCGGER

r (A smALL USB DEVICE
THAT CAPTURES KEYSTROKES)
IS CHEAP & EASY TO ORDER.

THAT EMAIL MAY BE A FAKE
WITH A LINK DESIGNED

\' TO CAPTURE YOUR PASSWORD.

See the videos: https:IIbit.lyI3iAredw

THE STRONGEST?
pASSPHRASES

£THE ROAD TO SUCCESS IS
"ALWAYS UNDER CONSTRUCTION!”?

‘ ] = (Crack time: over 223 quintillion centuries)

= Tue ROAD TO succSss Is
ALWAYS UNDER cONSTRUCTION!”?

(Crack time: 9,460,761,044,053,363+24 centuries)

PASSPHRASES WORK BECAUSE:
® EAsY To REMEMBER
o ToucH To CRACK
® MATHEMATICALLY SECURE

UseAPASSPHRASE.COM

MFA FTW:!

CkMultifactor authentication for the win!)

User: ﬁbfoot !
Password: g s e a %

Geta pmg on your cell phone or
trusted emall to approve a log-in attempt.

GET THE DETAILS ABOUT
SKYWARD?’S AUTHENTICATION RULES?

St¢ill forgetting?

TRY A PAssworD MANAGER

SUBSCRIPTION SERVICES
L LIKE LAsTPAss or 1PASSWORD

LOG IN



